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o Wi-Fi	 sign-in	 |	 online	 companies	 |	 online	 purchases	 |	 recruiting	 agencies	 |	 home	 letting	
agencies	 |	 online	 networks	 subscriptions	 |	 insurance	 companies	 |	 Oyster	 card	 top-up	 |	
traveling	services.	
	
• 14	out	of	26	interviewees	chose	to	be	sent	the	consent	receipt	email	so	they	could	keep	it	as	an	
archive.	 	
	
How	did	this	Phase	inform	our	prototype?	 	
This	phase	led	us	to	update	our	prototype	in	terms	of	design,	wording	and	content.	We	added	a	timestamp,	an	
email	address	that	users	could	use	to	reach	the	data	controller	team,	changed	one	of	the	section’s	name	(from	
use	to	purpose)	and	the	way	the	purpose	for	data	is	expressed.	Users’	feedback	also	helped	us	to	understand	
the	range	of	value	of	the	consent	receipt,	depending	on	the	users’	trust	in	the	venue/organisation.		
We	validated	that	the	prototype	should	be	very	short	but	could	include	links	that	would	lead	to	a	website	with	
more	details	for	those	interested	to	read	more.		
 
PHASE	4:	PARTICIPATORY	DESIGN	WORKSHOP	
On	Friday	15	July	2016	we	conducted	the	final	Phase	of	the	project:	a	participatory	design	workshop	with	12	
participants.		
The	aim	of	the	workshop	was	to	test	the	validity	of	the	consent	receipt	produced	already,	by	getting	the	
perspective	of	people	who	would	receive	it.	We	wanted	to	see	how	they	would	design	it,	in	order	to	be	easily	
understood	and	user	friendly.	We	divided	participants	into	three	groups	of	four	and	gave	them	three	possible	
service	scenarios	to	design	a	consent	receipt:		
1)	Your	data	is	very	controlled,	no	sharing	(Digital	Catapult	event/high	level	of	trust)	
2)	Your	data	is	somehow	controlled,	shared	with	some	organisations	(train	ticket	online	booking	
service/medium	level	of	trust)		
3)	Your	data	is	loosely	controlled	and	shared	with	many	third	parties	(recruitment	agency/low	level	
of	trust).		
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The	reason	we	created	three	different	scenarios	was	to	investigate	boundaries	and	limits	in	personal	data	
sharing.	All	groups	were	asked	to	prototype	consent	receipts	for	all	three	scenarios.	The	participants	
(demographics	indicated	in	Figure	7)	were	shown	a	list	of	‘ingredients’	that	they	should	consider	when	thinking	
about	what	to	include	and	prioritise	in	the	contents	of	the	consent	receipt	(Figure	6).		
Figure	6:	These	are	the	ingredients	that	should	be	considered	for	the	consent	receipt	standard.	The	
above	is	a	combination	of	the	data	analysis	along	with	the	original	standard	from	Kantara	Initiative.	
	
	
	
	
	
	
	
	
	
	
	
	
Figure	7:	Demographics	from	the	third	data	collection	method.	
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The	main	findings	of	this	workshop	are	summarised	below:		
Group	A		
• This	team	didn’t	provide	a	design	of	the	receipt,	but	rather	a	summary	of	the	basic	concept	behind	it	
	
• All	scenarios	share	the	same	basis:	they	should	all	have	the	same	information	but	depending	on	how	
higher	or	lower	the	level	of	security	is	they	would	have	more	or	less	information	to	protect	
themselves	in	case	the	data	is	leaked	to	someone	they	don’t	want	to	have	access	to	it	
	
• Use	symbols	to	show	the	level	of	risk	for	each	case:	Potentially	similar	to	the	traffic	light	symbols	used	
on	packaged	food	-	green,	amber	and	red		
	
• Provide	web	links	to	give	more	information	on	each	specific	section.	This	group	wanted	to	see	the	
contact	information	clearly	and	would	prefer	to	contact	someone	within	an	organisation	directly	(by	
phone)	in	case	something	unwanted	happened	
	
Group	B		
• Expected	the	receipt	to	be	universal	
	
• The	‘who’	must	be	stated	first	(who	is	collecting	the	data,	the	Unique	ID	and	date/time	stamp)	
	
• A	graphical	representation	of	what	exactly	is	being	shared,	how	it’s	being	shared	and	who	with	
	
• If	the	data	is	not	shared,	an	organisation	should	at	least	state	how	it’s	used	and	stored	so	that	users	
know	this	as	a	minimum		
	
• To	include	a	disclaimer:	How	long	and	where	data	is	being	stored	and	how	to	change	that	or	opt	out	
	
• Include	a	thank	you	notice	at	the	end	
	
Group	C		
• Basic	information	has	to	appear	on	the	top	for	easy	access	
	
• To	explain,	in	a	table,	that	company	A	gets	this	amount	of	data,	company	B	gets	this	amount	of	data,	
so	it’s	easier	to	track	what’s	shared	with	whom	
	
• Create	an	algorithm	to	limit	how	long	data	is	being	used,	shared	and	kept.	For	example,	if	a	person	is	
looking	for	a	job,	data	should	only	be	kept	for	a	specific	time,	i.e.	until	they	have	found	employment		
	
• A	data	specialist/department	has	to	be	there	to	contact	in	case	issues	arise 	
	
• The	purpose	for	the	data	capturing	needs	to	be	transparent.	I.e.	even	when	a	person	goes	to	an	
event,	an	organisation	or	third-party	can	extrapolate	what	their	line	of	work	is,	what	their	income	is,	
their	living	standards	etc	
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• Output/idea:	If	a	person’s	data	is	used	by	a	research	organisation	they	should	know	what	this	
organisation	is	doing	with	it.	There	needs	to	be	a	place/platform	that	people	can	access	to	see	what	
has	been	produced	externally	with	the	use	of	their	data	(different	from	purpose)		
	
• Data	storage	might	be	outsourced	because	it’s	a	big	organisation,	so	users	also	need	information	
about	the	outsourced	company	
	
• More	visible	embodiment	of	the	data	captured	and	the	purpose	for	capturing	it	
	
4.	DISCUSSION:	IS	A	CONSENT	RECEIPT	THE	FUTURE	OF	
DATA	SHARING?		
This	section	presents	and	discusses	the	final	prototype	of	the	consent	receipt	as	formed	after	all	of	the	data-
collection	Phases.	A	mock-up	of	it	is	shown	below.	We	reiterate	that	this	project	referred	to	Digital	Catapult,	
however,	it	explored	how	the	consent	receipt	would	affect	consumers	in	other	circumstances	and	contexts	as	
well.	Therefore,	the	list	presented	below	might	be	broadened	depending	on	the	data	collection	that	each	
organisation	makes.	
	
	
	
	
	
	
	
	
	
	
	
	
	
Figure	8:	This	is	the	final	consent	notification	as	it	was	structured	and	refined	after	all	the	data	
collection	and	prototyping	phases.	
	
The	‘content’	section	refers	to	the	‘what’	(which	kind	of	data	an	organisation	collects).	Each	individual	can	
have	a	detailed	list	of	all	of	the	data	that	an	organisation	keeps	about	them	and	requires	their	consent.	A	
transparent	organisation	might	eventually	also	list	all	of	the	personal	data	collected,	not	necessarily	requiring	
explicit	consent	(thus	making	the	receipt	not	only	a	consent	receipt	but	a	‘Personal	Data	Receipt’8).		
The	‘storage’	section	refers	to	the	‘where’	and	potentially	the	‘when’	as	well	as	the	‘how	long’	the	data	is	
stored.	If	the	organisation,	for	example,	deletes	the	data	after	one	year	this	should	be	mentioned	as	‘kept	for	
																																																																		
8	https://www.digitalcatapultcentre.org.uk/project/pd-receipt/			
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one	year’.	It	would	also	be	helpful	to	mention	when	exactly	the	data	is	used	in	case	another	organisation	
makes	use	of	it	on	a	specific	occasion,	e.g.	‘use	geolocation	data	only	from	8-11am’.	
Next,	the	‘purpose’	section	answers	the	‘why’	an	organisation	asks	for	a	person’s	data:	What	is	the	main	
purpose	behind	their	data	collection?	In	our	case	it	could	vary	between	marketing	or	developmental	purposes	
or	simply	to	capture	how	visitors	are	engaging	with	the	organisation	and	to	keep	statistics/metrics.	Last	but	
not	least,	there	is	a	section	that	will	be	mostly	diversified	depending	on	each	organisation’s	data	sharing	policy	
with	third	parties.		
The	‘sharing’	section	refers,	therefore,	to	whether	the	organisation	shares	its	customers’	data	with	others	and	
if	so,	who	should	be	stated	in	a	list	to	provide	transparency.		
At	this	point,	there	needs	to	be	a	reminder	of	a	more	comprehensive	and	even	more	informative	version	of	
the	consent	receipt	that	would	include	a	clickable	button	of	each	section	that	would	link	to	a	webpage	with	
detailed	explanation	of	each	section.	For	example,	the	‘sharing’	section	would	lead	to	a	list	of	sharing	parties	
and	why	a	person’s	data	is	shared	with	each	one.		
At	the	end	of	the	receipt,	we	can	see	the	email	of	the	responsible	person/team	in	the	organisation,	where	a	
user	should	address	any	concerns	or	complaints.	There	is	also	a	timestamp	to	indicate	when	the	receipt	was	
issued	and	a	unique	ID	number	so	that	the	organisation	can	use	it	to	enquire	about	any	issues	that	arise.		
Although	a	consent	receipt	could	have	many	advantages	for	both	the	user	and	the	organisation,	the	main	
benefit	is	perhaps	societal,	by	triggering	a	change	in	the	way	we	conduct	data	transactions.	There	are	also	
some	limitations	and	challenges	that	should	be	taken	into	account,	which	we	learned	by	conducting	a	
preliminary	Privacy	Impact	Assessment	for	the	implementation	of	a	consent	receipt	into	our	systems.		
First	of	all,	before	implementation,	there	should	be	set	standardised	forms	of	the	receipt,	which	would	be	
followed	by	all	organisations	that	want	to	adapt	this	new	tool.	Secondly,	the	organisation	that	will	implement	
the	consent	receipt	first	should	be	very	considerate	about	privacy	policies,	take	measures	against	the	potential	
risk	of	consent	receipts’	hacking	and	make	sure	they	have	the	business	processes	in	place	that	ensure	the	
deletion	of	data	would	actually	occur.	
Thirdly,	there	is	a	chance	that	some	organisations	wouldn’t	want	to	implement	consent	receipts	because	they	
reveal	too	much	to	their	customers	with	one	‘quick	read’,	but	this	is	our	actual	aim:	to	provide	something	that	
would	eventually	make	data	sharing	fully	transparent	and	that	could	be	moderated	and	adopted	to	a	wider	
extent	so	that	all	organisations	would	comply	with	it.	After	all,	transparency	is	required	by	the	impending	
General	Data	Protection	Regulation9.		
 
 
 
 
 
 
 
 
 
 
 
																																																																		
9	http://www.twobirds.com/~/media/pdfs/gdpr-pdfs/31--guide-to-the-gdpr--information-	notices.pdf?la=en	
Researching	the	transparency	of	personal	data	sharing:		
Designing	a	consent	receipt	
	
	
	
		
	
	
16	
Figure	9:	This	is	the	equivalent	email	that	would	be	sent	out	to	people	(after	opting	in	to	receive	
such	an	email)	so	that	they	could	have	an	actual	proof	of	their	consent.	
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5.	Conclusion	
Following	a	user-centred	approach	we	explored	how	people	could	gain	more	transparency	and	be	more	aware	
about	the	personal	data	they	share.	To	conclude,	the	project	was	built	on	four	different	Phases:	The	aim	of	
Phase	1	was	to	understand	our	different	visitors	and	how	we	collect	personal	data;	Phase	2	to	focus	on	the	
visitors	from	which	we	collect	personal	data	from	Digital	Catapult	on-site	concierge	system	(Envoy)	and	
interview	them	to	understand	their	concern	with	sharing	personal	data	(if	any)	and	if	a	receipt	(as	a	concept)	
increases	trust;	Phase	3	to	evaluate	a	first	real	prototype	receipt	and	to	understand	if	it	is	clear	for	visitors,	if	it	
really	increases	trust	and	transparency	and	finally	to	gain	feedback	on	the	design;	and	lastly	the	objective	of	
Phase	4	was	for	people	to	design	the	receipt	and	see	how	different	it	is	from	what	we	designed.	
As	an	outcome	of	this	project	a	new	concept	has	been	prototyped	using	qualitative	data	collection	methods	
and	an	iterative	process	of	user	experience	design.	This	work	contributed	to	the	design	of	a	meaningful	
consent	receipt	-	in	assessing	its	value	in	creating	transparency	and	trust	in	different	contexts	and	in	
understanding	personal	data	sharing	patterns	by	triggering	consent	receipts	from	different	organisations,	and	
finally	in	informing	future	research.		
As	a	result,	the	outcome	of	this	project	is	currently	being	used	and	developed	further	and	the	concept	of	the	
Personal	Data	Receipt	(providing	transparency	to	individuals	on	all	their	personal	data	collected	by	an	
organisation)	is	being	trialled	with	real	users	at	Digital	Catapult	Centre	with	the	hope	that	adoption	of	such	
transparency	practices	could	be	a	first	foundation	of	the	future	of	personal	data	sharing.	Evolution	of	this	
intervention	will	require	the	need	for	someone	to	take	the	lead	on	building	a	standard	that	could	be	applied	to	
many	organisations,	educate	both	institutions	and	consumers	and	establish	collaborations	so	that	it	becomes	a	
prerequisite	in	personal	data	transactions.	Digital	Catapult’s	aim	is	to	champion	such	activities.	
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